
3GPP TSG-SA WG3 Meeting #93 
S3-183419
12 - 16 November, 2018, Spokane (USA)










   Revision of S3-182xxx
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.180
	CR
	0095
	rev
	-
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Security solution for temporary group – broadcast group call procedure

	
	

	Source to WG:
	Huawei, HiSilicon 

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-11-12

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	There is a Note in clause 10.6.2.5.3 “Temporary group – broadcast group call procedure” of TS 23.379:

NOTE:
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This means there is no security solution for temporary group – broadcast group call procedure in 3GPP TS 33.180.
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*************** Start of Change 1 ****************
7.3.X
Temporary group – broadcast group call security procedure
In order to provide a common Temporary Group Master Key (TGMK) for all the groups included in the temporary group call, a TGMK can be generated by the initiating MC service client which is also the transmitting user, and distributed to all the other partcipants in the temporary group – broadcast group call. Figure 7.3.X-1 illustrates the temporary group – broadcast group call security procedure.
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Figure 7.3.X-1: Group call setup and key management for temporary group – broadcast group call

1. 
The initiating MC service client generates the Temporary Group Master Key (TGMK) for the temporary group – broadcast group call media.

2.
The initiating MC service client initiates the group call by sending the group call request to the controlling server of the temporary group – broadcast group call. The initiating MC service client encrypts the TGMK using GMK of group A and GMK of group B respectively. The encrypted TGMK is attached to the group call request. 

3.
The controlling server of the temporary group sends the TGMK encrypted by GMK of group A to the MC server A. The encrypted TGMK is attached to the group call request. 

4.
The MC server A sends the group call request towards the MC clients in group A. The message contains the temporary group indicator. The message also contains the TGMK encrypted encrypted by GMK of group A.

5.
The receiving MC clients are notified about the incoming group call. The users verify they are authorized to participate in the temporary group call. The MC clients decrypt and extract the TGMK.
6.
The receiving MC clients accept the group call request and send group call response to the MC server A. This response may contain an acknowledgement.

7.
The MC server A sends the group call response to the controlling server of the temporary group to inform about successful call establishment.

8.
Steps 3-7 are repeated by the MC Server B for the MC clients in group B.

9.
MC clients establish media plane and floor control resources. The MCPTT media plane is protected using identical TGMK. 
*************** End of Change 1 ****************
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